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“The more the
data banks record
about each one of us,
the less we exist.”

- Marshall McLuhan
Playboy Interview (1969)




MARK SIEGLER
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Confidenuality in Medicine —A Decrepit Concept
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hospital record and a reason to examine it. I was
amazed to learn that at least 25 and possibly as many =~ TWO

nel at our university hospital had access to the patient’s
record and that all of them had a legitimate need, in-
deed a professional responsibility, to open and use that

fer, the patient saw a respiratory therapist writing in his als and hospital personnel had acq
medical chart (the therapist was recording the results record. I suggested to the patient thg

of an arterial blood gas analysis) and became con-  all involved in providing or suppor
cerned about the confidentiality of his hospital records. services. They were, I assured him
The patient threatened to leave the hospital prema-  Despite my reassurances the patient

turely unless I could guarantee that the confidentiality tressed and retorted, “I always bell
of his hospital record would be respected. confidentiality was part of a doct

This patient’s complaint prompted me to enumer- Perhaps you should tell me just whi-
ate the number of persons who had both access to his by ‘confidentiality’!”
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1at | estimated that at least 74

“[A]t some point most patients should have
an opportunity to review their medical
record and to make informed choices about
whether their entire record is to be
available to everyone or whether certain
portions of the record are privileged and
should only be accessible to their principal
physician or to others explicitly designated
by the patient.”
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“These issues — [are] perhaps best framed as
ethical, legal, and social issues (ELSI)”

-- Concept Note



The Current “Ethics” Menu
(borrowed from the human genome project)

Mapping — find and name the ethical issues
Sequencing — unpack and describe their parts
— explain how they work

— recognize that they are non-linear, “folded”, complex




Mapping and Sequencing Ethical Issues

Consent
= direct, broad, dynamic, presumed

Commercialization
* pub/pvt, priority-setting, commodification

Justice and fairness
= access to products, services; globalization, exploitation

Privacy
= data security, discrimination, identity

Regulatory authority
" to intervene prohibit, restrict, encourage

Governance
" public engagement, deliberative approaches



World's Biggest Data Breaches @

interesting story

Selected losses greater than 30,000 records
BUBBLE COLOUR -l 10 OF RECORDS STOLEN
latest |

DATA SENSITIVITY SHOW FILTER




Judgment under Uncertainty:

Heuristics and Biases
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WINNER OF THE NOBEL PRIZE IN ECONOMICS

The availability bias is] the
tendency to assess the relative
importance of issues by the ease
with which they are retrieved
from memory...which is largely
determined by the extent of
coverage in the media”.



THE PRIZE IN ECONOMIC SCIENCES 2009

Elinor Ostrom
(1933-2012)
Prize share: 1/2

Richard Thaler
" . 1 = :
The Sveriges Riksbank Prize in Fconomic Sciences in Memory of Alfred Nobel 2017 was awarded fo f or } er ana Zy AYA) Of economic g overna nce,

Richard Thaler of the University of Chicago. es P ec f a Zzy th e Commons ' ;'

Richard Thaler’s work combining the economics and the psychology of decision-making
vielded unique insights into the actions of markets and individuals. His research was instru-
mental in creating the field of behavioral economics, and the National Science Foundation is
proud to have supported it.

.Ngbelprize_&.org

Image credit: © Nobel Media. Ill. N. Elmehed



A “reminder” from genomics about privacy

Insufficient for future genomic research

Needed to find genetic relationships

- |nsufficient for privacy protection
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Independent SNPs

(R. Altman, Science )
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As Web companies and government agencies analyze
Featured Story ever more information about our lives, it's tempting to

Privacy Problem

By Evgeny Morozov on October 22, 2013

“Too little privacy can endanger democracy.

But so too can too much privacy.”
-- Evgeny Morozov (2013)



McKinsey&Company
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Big data: The next frontier
for innovation, competition,
and productivity

“Big data refers to datasets whose
size is beyond the ability of typical
database software tools to capture,
store, manage and analyze.”

“If US healthcare were to use big
data creatively and effectively to
drive efficiency and quality, the
sector could create more than $300
billion in value every year.”

- McKinsey (2011)



SEIZE THE DRIVE.

BEFORE AUTONOMOUS
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NOT LIKE WILDFIRE
Can we sto| pf
from buri g7

ALL HAIL

the t ts fL d
GO TO BED!
Slee pdp ived kids show
of early ageing

LIGHT IS THE DRUG Dazzling new treatments for mental illness

SHOULD WE...

GIVE ANIMALS RIGHTS...
GENETICALLY MODIFY OUR CHILDREN...
MAKE EVERYONE NORMAL...

PUT SECURITY ABOVE PRIVACY...
ALLOW ROBOTS TO KILL...
RELEASE SYNTHETIC LIFE...
RE-ENGIMNEER EARTH...
IMPOSE POPULATION CONTROLS...
COLONISE OTHER PLANETS...

STOP DOING SCIENCE...
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PLANNING

Innovation is fueled by
imagination that asks:
what could we do?

Ethics, as the systematic
study of morality, asks:
what should we do?




__SGIENCE,
ETHICS,

[*" A CODE OF CONDUCT FOR
BIG DATA INNOVATION

DATA INNOVATION AND ETHICS BY DESIGN

COMMENTARY

, Creating incentives for genomic research
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ENABLING

Ethics has, traditionally
been seen as a brake on
progress.

But it can be an
accelerant (or at least, a

lubricant).
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EDITORIALS

Australia needs a better system for health care evaluation

Fiona J Stanley and Eric M Meslin

Is it unethical to avoid using all available information to monitor drug safety?

news, from the worrying unexpected cardiovascular risks
associated with use of the cyclooxygenase-2 inhibitor
rofecoxib (Vioxx) to reports of high percentages of complications
following routine surgery.' As medical care becomes more com-
plex, sophisticated and expensive in Australia, it is paramount that
we_have the hest svstems in nlace to monitor its jmnact and

ﬁ dverse effects of health care have recently been in the

other health problems®” As a result, the WA Data Linkage Unit
and the researchers it serves have considerable experience in
linking, analysing and interpreting the complexities of such data,
and have developed best practice in relation to privacy concerns.
These analyses have had a major impact on improving health
services in the state (see Brook et al” for examples). If all Australian
health care data were linked to dmio exnosure data (from the

ey
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“If society has the capability to better monitor e
the safety of new drugs, it may be unethical not |
to do so — avoiding the use of information that [
would help reduce risk to individuals suggests a
willingness to allow people to be harmed”.
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INTEENATIONAL JOURNAL OF MEDICAL INFORMATICS 82 I:EDIB) I136-1147

journal homepage: www.ijmijournal.com

Giving patients granular control of personal health
information: Using an ethics ‘Points to Consider’ to inform
informatics system designers™

Eric M. Meslin®?%%*, Sheri A. Alpert®, Aaron E. Carroll®/, Jere D. Odell*9,
William M. Tierney"", Peter H. Schwartz®"°

2 Indiana University Center for Bioethics, Indianapolis, United States

b Department of Medicine, Indiana University School of Medicine, United States

¢ Indiana University Center for Law, Ethics, and Applied Research in Health Information (CLEAR), Indianapolis, United States
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DEVELOPING POLICY
INNOVATION INSTRUMENTS

Ethics can help traverse the
“policy valley of death”




Thank You
for Being Late
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AN OPTIMIST'S GUIDE TO THRIVING

IN THE AGE OF ACCELERATIONS

NUTHOR OF THE WORLD S FLAT

“If it is true that it now takes ten to fifteen
years to understand a new technology, and
then build out new laws and regulations to
safeguard society, how do we regulate when

the technology has come and gone in five to
seven years?”

“This is a problem.”




Rate of Change

“This is a problem.”

Human Rdaptability
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Astro Teller’s Curve

/WE are here
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“That is dizzying for many
people, because they hear
about advances such as
robotic surgery, gene
editing, cloning, or artificial
intelligence but have no
idea where these
developments will take us.”

-Friedman



The Role of Evidence, The Place of the Public

What does the law say?

What rules apply at university
research labs?

Who has decision making authority?

What ethical requirements are
imposed by the funders?

What does the public think?

What do religious institutions say?

What are the economic costs?

TS pieal v

Bizarro

Qo, Mr.Tifeguard” Where do you
 thand on gtem cell regearch?

&

TP ONYETIG R A




What is the current state of
' knowledge surrounding timely
~ access to health and social data

| for health research and health
system innovation in Canada?

Accessing Hearn ano Hearw-ReLaten
Dara in Camapa

The Expart Panel on Timaly Accass to Health
and social Data for Health Research and

Health System Innowvation

Edunze Advisn the Pabls hisem i

Key Findings: Council of Canadian Academies (2014)

e For effective research with health and health-related data, disparate
sources of data must be brought together.

* Providing these data in an “analysis-ready” format, allowing
statistical relationships or patterns to be derived, is a central
methodological challenge.

* Timely access to data enables high-quality research with far-
reaching effects for health care and the overall health of Canadians.

*The risk of harm from access to data is tangible but low; can be
further lowered through effective governance mechanisms.

*Timely access to data is hindered by variable legal structures and
differing interpretations of “identifiable” and “de-identified”

* A shift is occurring from a “data custodianship” model to a “data
stewardship” model.



Thank You

for Being Late

AN OPTIMIST'S GUIDE TO THRIVING

IN THE AGE OF ACCELERATIONS

AUTHOR OF THE WORLD IS FLAT

LEADERSHIP

“Therefore, properly exercising
the powers that have been
uniquely placed in the hands of
our generation will require a
degree of moral innovation that
we have barely begin to
explore...and a degree of
grounding in ethics that most
leaders lack.” (emphasis added)



What do Governments Want?

mAssistance in framing a policy problem

"Context for decision making, policy
construction

= Support for a position to be adopted
=Support for a position to be rejected

=Understanding of similar activity
elsewhere

"“Proof” of what “works” (or doesn’t)



Why do they Want it?

= Confidence in areas of unfamiliarity
= Feeling of thoroughness, due diligence

= Desire for objectivity in decision
making

=Belief that facts should inform decisions
that affect the public welfare, to avoid
perception of arbitrary whim




What do they Need?: It depends

 Anecdote

 Case Study

* Valid, powerful data/knowledge

* Leak-proof ethical arguments
the plural of

ANECDOTE
iS NOt

DATA

* Comprehensive legal/regulatory
analysis

* Economic impact assessment



‘There is nothing a
government hates more
than to be well-
informed; for it makes
the process of arriving
at decisions much more

complicated and
difficult.’

John Maynard Keynes
(1883-1946)
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